
Public Key 
Applications & Usage 
A Brief Insight 



Scenario 

:: Secure access  
- by individuals and by other applications.  

:: Mutual authentication  
- between each components  -  

:: Protection from Man-in-the Middle and 
replay attacks  
– and others issues such as Eavesdropping, 
Tampering, Impersonation, Spoofing, 
Misrepresentation 

:: Authenticity,  e-business transaction 
assurance  

:: Identification, Authentication & Non-
Repudiation requirements  for electronic 
transaction.   

:: Confidentiality and Integrity requirements 



- A Revision 
Public Key 101 

How many have wondered just what is Public Key 
Cryptography, PKI, PKCS, and PKIX are? 

Public Key Cryptography  
-Encryption algorithms, Message digest functions, Hashed 
Message Authentication Code (HMAC) functions, Secret key 
exchange algorithms, Digital signatures 

PKI  
- framework of services, 
technology, protocols, and 
standards . Basic 
Components - digital 
certificates, certificate 
revocation lists, and 
certification authorities.  

Digital Certificates, X.509 



- Public Key Technology 
Things That We Already Know  

An enabling technology to provide security and to provide 
truly paperless, digital environments.  
 
Potential in applications that involve communications or 
movement of information over communications or  
computer networks.  
 
PK techniques along with PKI allow secure communication 
between parties without prior agreement or arrangement.  
 
Simplify security and identity management with a single 
security infrastructure 



Digital Certificates 

Digital Certificates add value 
to public-key cryptography  
- Verifying the authenticity of an entity's 
purported public key. 

Mechanism establish for others can 
verify, your online identity  
- an important ingredient for trusted transactions.  
       - User 
       - Machine/Devices 

Provide ID Management Scalability The public key, properly vouched for by a 
certificate authority (CA), offers a third party 
with a reliable means to check your identity 

Trust 
- Managing Public Key and usage of certificates. 
- Certificates & network of TTP - certificates 
authorities (CAs), allow PK to scale - meet the needs 
to enterprise and inter enterprise usage 



 X.509 Format 

-----BEGIN CERTIFICATE----- 

MIICKzCCAZSgAwIBAgIBAzANBgkqhkiG9w0BAQQFADA3MQswCQYDVQQGEwJV

UzER 

MA8GA1UEChMITmV0c2NhcGUxFTATBgNVBAsTDFN1cHJpeWEncyBDQTAeFw05

NzEw 

MTgwMTM2MjVaFw05OTEwMTgwMTM2MjVaMEgxCzAJBgNVBAYTAlVTMREwDwY

DVQQK 

EwhOZXRzY2FwZTENMAsGA1UECxMEUHViczEXMBUGA1UEAxMOU3Vwcml5YSB

TaGV0 

dHkwgZ8wDQYJKoZIhvcNAQEFBQADgY0AMIGJAoGBAMr6eZiPGfjX3uRJgEjmKiqG 

7SdATYazBcABu1AVyd7chRkiQ31FbXFOGD3wNktbf6hRo6EAmM5/R1AskzZ8AW7L 

iQZBcrXpc0k4du+2Q6xJu2MPm/8WKuMOnTuvzpo+SGXelmHVChEqooCwfdiZywyZ 

NMmrJgaoMa2MS6pUkfQVAgMBAAGjNjA0MBEGCWCGSAGG+EIBAQQEAwIAgDAf

BgNV 

HSMEGDAWgBTy8gZZkBhHUfWJM1oxeuZc+zYmyTANBgkqhkiG9w0BAQQFAAOBg

QBt I6/z07Z635DfzX4XbAFpjlRl/AYwQzTSYx8GfcNAqCqCwaSDKvsuj/vwbf91o3j3 

UkdGYpcd2cYRCgKi4MwqdWyLtpuHAH18hHZ5uvi00mJYw8W2wUOsY0RC/a/IDy84 

hW3WWehBUqVK5SY4/zJ4oTjx7dwNMdGwbWfpRqjd1A== -----END CERTIFICATE--

---  



Some of possible Public Key Technology usage 

User/Enterprise Certificate 
-Smart Card / Token Login 
- Enterprise SSO 

Federated Identity and Access 
Management 
- Access Convergence (physical, logical 
and mobile access) 

Network Security - Strong Device 
Infrastructure Identities; WiFi, VPN, 
BYOD, Remote Access 
- Client Server SSL/TLS – protect from online fraud, 
phishing, man-in-the-middle (MITM) attacks 
- IPSec VPN 
- Machine / Device Authentication 
- Firewalls, Routers and Networking Devices 

Secure File Transfer (Protecting Data 
Entered & Stored In Electronic Forms) 

Secured & Authenticated Document’s  
- E-Documents 
- E-Certificates (“Sijil”) 
- E-Statements 

Secure Web Form Mobile Device  
– Multipurpose Digital Identity (Smartphone 
Digital Signing & Encryption) 

Cloud (mobile smart credentials 
to securely access cloud-based 
applications ) 

Online File storage system Code Signing 
Watermark PKI 

Secure Email 
• S/MIME 
- Digital Signing 
- Encryption  

Date Time Stamping  

- DTS + Digital Signatures, provide Legal 
Signatures & Long Term Validation 

User/Enterprise  

Certificate 

Federated Identity and  

Access Management 

Network Security –  
Strong Device   
Infrastructure Identities;  
WiFi, VPN, BYOD,  
Remote Access 

Secure File Transfer 
 (Protecting Data Entered 
& Stored In Electronic Forms 

Secured Authentication 
Document 

Secure Web Form Mobile Device 

Cloud  Online File  
Storage system 

Code Signing 

Watermark PKI Secure Email  

PDF  Document 

Signing & Encryption 

Signing & Encryption 
PDF & Document 

Date Time 
Stamping 

Secured Online Banking 

Secured Online Banking 



PKI Federated Identity 

Identity federation streamlines and 
simplifies IAM processes. By allowing to link, 
re-use and combine identities across 
multiple domains, it means users no longer 
require distinct credentials for each domain.  
 
One particularly flexible incarnation is single 
sign-on, whereby one-off authentication 
grants seamless access to a host of 
federated services. 



PKI BYOD 

Integrated Multi-Factor Authentication for users 
and devices 
 - Identification of User Identity 
 - Authorization to access application 
 - Encrypted Connection 
 - Audit User Activity 
 
Data is not stored locally  
 - minimizing risk of data leakage if device is lost 
or stolen 
 
End user convenience through instant secure 
access to information 
 
Must be compatible with all end devices 



New Challenges 

Open Organizations  - Require Safe Identity 
- Firewall & VPN no longer define the border of 
security domain 

Internet of Things 
- M2M 
-By 2020 more 200 billion devices connected to 
Internet 

Critical Infrastructure 

Privacy in Internet 
- Protect Identity & Private Data 

Anonymity 
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